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Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description Example
monospace Identifies command syntax examples device (config)# interface ethernet 1/1/6
bold User interface (Ul) components such On the Start menu, click All Programs.

as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

RUCKUS Analytics User Guide, 2.0
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Convention Description
italic text Identifies a variable.
[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y]|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.

When contacting us, include the following information:
e  Document title and release number
] Document part number (on the cover page)
e Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e Part number: 800-71850-001 Rev A
e Page?

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://training.ruckuswireless.com.

RUCKUS Analytics User Guide, 2.0
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Contacting RUCKUS Customer Services and Support

Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://

support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e  Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:
e  Technical Documentation—https://support.ruckuswireless.com/documents
e Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories
e  Knowledge Base Articles—https://support.ruckuswireless.com/answers
e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid
e  Security Bulletins—https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still

require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/

case_management.
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RUCKUS Analytics Introduction

RUCKUS Analytics is a cloud-native data analytics and machine-assisted software service designed to help network operators become more
proactive in network management, operation, reporting, and troubleshooting. RUCKUS Analytics supports RUCKUS Cloud as well as SmartZone
controllers and access points (APs). Access points and controllers serve as data sources, which measure and collect various key performance
indicators (KPIs), connectivity status and flows, traffic, applications, and more. The data is packaged by the AP or controller as lightweight streaming
telemetry and sent to the cloud through a secure transport. Once in the cloud, the data is ingested into a scalable and efficient data warehouse,
analyzed using machine learning algorithms, and presented for your consumption in several different formats, for a variety of use cases.
RUCKUS Analytics provides several valuable resources for network administrators:

e Dashboard: Summarizes the network health and provides a quick focus on top problem areas.

e Analytics: Provides a detailed analysis on incidents, client impact, reasons, root causes, and recommendations.

e  Client Troubleshooting page: Provides granular details about specific client experiences, connectivity issues, and quality.

e Reports: Leverages and displays pre-built reports and charts to understand network usage and inventory.

e Data Explorer: Explores all the data in your database with a customizable Ul-driven tool to help answer questions about your network,
usage, inventory, operating environment, and potential problems.

e  Service Validation: Provides comprehensive end-to-end testing mechanism to validate LAN, WAN and connectivity to application servers.

RUCKUS Analytics User Guide, 2.0
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Logging In to RUCKUS Analytics

Before logging in to RUCKUS Analytics, ensure that you have configured the Northbound Data Streaming to enable data transfer from the controller,
and configure the controller to enable historical connection failures and client events.

Complete the following steps to log in:

1. Open your web browser, and enter https://ruckus.cloud/analytics (for US users) in the address bar.
2. Enter your RUCKUS Analytics email address and password.
3. Click Log In.

The RUCKUS Analytics dashboard loads in your browser.

FIGURE 1 RUCKUS Analytics Login Page

COMMSCOPE" ruckus® anslytics

@ Ruckus Analytics

D 'Watch Videos [2) Read Documentation
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Navigating the RUCKUS Analytics User
Interface
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The RUCKUS Analytics user interface (Ul) consists of four major components: a header panel (top right), a search field (top left), a navigation bar
(left), and a main content panel. The following figure shows the four main components of the RUCKUS Analytics Ul. Refer to the following table for

descriptions.

FIGURE 2 RUCKUS Analytics Web Interface Components
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TABLE 2 Identifying RUCKUS Analytics Web Interface Components

No Name

1 Header panel

2 Search field

3 Navigation bar

4 Main content panel

Header Panel

Provides links for documentation help, support, and displays the currently logged-in user profile

When you click the user icon (9), a menu displays two options:
e My Account : Launches the My Account page to enter user information.

e  Logout : Logs you out of RUCKUS Analytics.

RUCKUS Analytics User Guide, 2.0
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Navigating the RUCKUS Analytics User Interface
Search Field

Search Field

The search field is allows for quick and easy exploration of devices and navigation to device- or asset-specific pages. You can search the system on
three levels:

1. Clients: The client search displays a list of users or devices matching the search input. The following client and device fields are supported
by search:

e  MAC Address
e  Hostname
e Username
e |P Address (IPv4 and IPv6)
e  Operating System (OS) Type
2. Access Points: AP search displays a list of access points matching the search input. The following AP fields are supported by search:
e AP Name
e  MAC Address
e |P Address (IPv4 and IPv6)
e AP Model

3. AP Hierarchy: AP Hierarchy search displays a list of system hierarchies (Zone/Venue, AP group and so on) matching the search input. The
following AP Hierarchy fields are supported by search:

e  (Cluster Name

e Domain Name
e Zone Name

e AP Group Name
e AP Name

The results of each search displays a table, which has links that take you to a different portion of the RUCKUS Analytics system.

TABLE 3 Search Types

Search Type Link Icon Link Destination

Client The Client Details Report shows information about the total traffic received and transmitted, and the total number of clients
over the selected time period.

The Client troubleshooting page provides a holistic summary of the client connectivity, events, and health.

Access Points The AP Details Report focuses on the usage and health details.

The AP Analytics page shows incidents and health-related data for the AP.

Network The APs and Controllers page provides a general overview of the APs on the network.
Hierarchy

The Network Analytics page shows incidents and health-related data for the network hierarchy.

RUCKUS Analytics User Guide, 2.0
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Navigating the RUCKUS Analytics User Interface
Using the Navigation Bar

Using the Navigation Bar

The navigation bar highlights the main pages of the system:

e Dashboard: Summarizes network status and health, helping you focus on top problem areas. For more information, refer to RUCKUS
Analytics Dashboard on page 21.

e Analytics: Allows exploration and drill-down on incidents, client impact areas, and network health requirements. For more information,
refer to Analytics Page on page 31.

e Report: Provides pre-built reports and charts to understand network usage and inventory. For more information, refer to Report on page
63.

e  Data Explorer: Explores the database with a customizable Ul-driven tool to answer core questions. For more information, refer to Data
Explorer on page 137.

e  Service Validation: Provides ability to create comprehensive end-to-end tests to validate LAN, WAN and connectivity to application
servers. For more information, refer to Service Validation on page 55

RUCKUS Analytics User Guide, 2.0
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RUCKUS Analytics Dashboard
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Dashboard Overview

The RUCKUS Analytics dashboard provides a summary of the network health and incident occurrences across the system. The dashboard is a
starting point for network administrators seeking specific work-flows and issues that may require attention. Refer to Navigating the RUCKUS
Analytics User Interface on page 17 more information.

FIGURE 3 RUCKUS Analytics Dashboard
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The dashboard comprises a number of components that provide a summary of network health:

TABLE 4 Dashboard Elements

Callout Number Dashboard Elements

Time Selection field

Incident Selection

Scrolling Data tile

Incident Types tile

Critical Incidents tile

Network History tile

Incident Summary tile

Interactive Network Hierarchy

O 0 N B~ W N

Settings

The RUCKUS Analytics also offers a beta version of our virtual network assistant Melissa, which provides a conversational Al interface for you to
interact with and understand more about your network. It provides intelligent and helpful answers to your questions. This feature is especially
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Dashboard Overview

helpful for IT administrators as it reduces the effort to manually navigate through the user interface to analyze information about the network.
Based on the questions asked, Melissa interprets user intent and provides responses, thereby providing a logical flow to the conversation and
enhancing user experience; much like talking to an administrator for support. The Melissa Al assistant is available throughout the application.
Following are some questions (not limited to) that you can use to converse with Melissa.

e  How’s my network today?

e What are the top applications?

e  How is client Rob doing?

e How many incidents are there in Zone Lobby yesterday?
e |sZone Boardroom meeting expectations?

e Which WLAN is the busiest?

e Show me client office-laptop at 2pm.

Using key identification words like client, zone, system, etc. before the name will ensure a faster response from Melissa as names are
often non-unique strings. Full names are not necessary as Melissa has the capabilities for partial search. You could also indicate the time
periods by using terms like today, yesterday, last week, 3pm, etc.

Melissa is still in beta phase and we are constantly training the algorithm to interpret more intents and increase the breadth of coverage.

FIGURE 4 Melissa Al Assistant

Hi, 'm Melissa. | am here to answer your X
questions regarding your network. @

Time Selection Field

The Time Selection field is located in the upper-right corner of the dashboard. You can view elements within the dashboard based on predefined
time periods, such as the last hour, the last 24 hours, and the last 7 days. The default view is the last 24 hours.

NOTE
Time selection is a global option that affects all the measurements shown on the dashboard.

Incident Selection

The dashboard data is displayed based on the type of incident category selected. You can choose to view incidents based on Connections,
Performance, and Infrastructure. You can select one or more of these options at a time. Select the incident category and click Apply to view the
relevant data reflected on the dashboard.

NOTE
Category selection is a global option that affects all the measurements shown on the dashboard.

Scrolling Data Tile

The scrolling data tile is located in the upper-left corner of the dashboard and provides a scrolling summary of key usage metrics.

RUCKUS Analytics User Guide, 2.0
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FIGURE 5 Scrolling Data Tile
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RUCKUS Analytics Dashboard
Dashboard Overview

The scrolling data tile maintains five layers of data, as shown in the following table. The scroll mechanism displays a different layer of data every two
seconds. If you click one of the tiered layers, the data for that layer of data is displayed. If you click the displayed data result, the relevant data

report in the Reports menu is displayed.

TABLE 5 Layers of Scrolling Data Tile
Tile Data

AP Count
Unique Clients
Traffic
Applications

Active WLANs

Incident Types Tile

Description

Shows the number of unique APs supported by, and
reporting data into, the system.

Shows the number of unique clients that have
connected in the displayed time window.

Shows a sum of traffic sent and received by all APs in
the displayed time window.

Shows the total number of detected applications in
the displayed time window.

Shows the total number of WLANSs that have been
active on APs (client has connected) in the displayed
time window.

Link Destination

The AP Inventory report focuses on AP details and
inventory.

The Client report focuses on client, device, and user
details.

The Network report focuses on network and traffic
usage.

The Application report focuses on application
consumption.

The WLANSs report focuses on WLAN traffic, client,
and usage details.

The incident types tile shows the types of incidents, the number of incidents of each type, and the relative severity of the incidents. Incidents are

categorized into three primary incident types: Connection, Performance, and Infrastructure. Each incident type contains many subtypes.

FIGURE 6 Incident Types Tile

Critical Incidents Tile
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The critical incidents tile list the severity of the incident, the type of the incident, and the time the incident occurred.

If you click one of the incidents, the specific incident is displayed on the Incident Details page.

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A

23



RUCKUS Analytics Dashboard
Dashboard Overview

FIGURE 7 Critical Incidents Tile

/N CRITICAL INCIDENTS

Connection (Radius) Apr2B201M1917:13
Connection [Time To Connect) Apr 2B 2019 16:42
Connection (Time To Connect) Apr 2B 2019 16:25
Connection (Time To Connect) Apr 2B 201913:35
Connection (Time To Connect) Apr 282019 15:33
Connection (Time To Connect) Apr 2B 2019 15:04
Connection (Time To Connect) Apr 2B 2019 14:34
Connection (Time To Connect) Apr 2B 2019 10:52
Connection (Authentication) Apr 28 2019 06:01

Network History Tile

The network history tile represents the number of clients serviced by the network (the gray lines in the chart), and the number of clients affected by
incidents (the blue area in the chart).

The client count value in the chart includes all unique clients that attempted to connect to the network, including both failed and successful
connections. The data depicts a large number of clients that may be impacted by incidents, even if a large number were not able to connect.

FIGURE 8 Network History Tile
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Incident Summary Tile

The incident summary tile offers a summation of the overall network status and compares the severity levels of each incident on the selected
network. Each severity level is identified by priority and color. To explore the analytics details or view incidents of a specific layer of hierarchy, click
See Incidents.

FIGURE 9 Incident Summary Tile
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The following table lists the incident severity level, the priority, and the color assigned to the incident severity level.
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TABLE 6 Severity Levels of an Incident

RUCKUS Analytics Dashboard
Dashboard Overview

Incident Priority Color

P1 Critical Red

P2 High Dark Orange
P3 Medium Orange

P4 Low Yellow

Interactive Network Hierarchy

The interactive network hierarchy is introduced by using circle packing. Circle packing is a hierarchical representation of the network that illustrates

the controller clusters, domains, zones, AP groups, and individual APs visually. You can identify the areas of the network that are impacted by issues

or showing problems.

The size of a circle depends on the number of APs. You can navigate within each circle, exploring layers within the hierarchy by clicking the circles
themselves. The boundary of a circle indicates that there are incidents occurring within it. To view the analytics details or the incidents of a specific

hierarchical layer, click See Incidents in the incident summary tile.

FIGURE 10 Circle Packing Example

Interactive Network Topology

® )
©

The network topology page is interactive and displays the arrangement of various types of elements within the network such as switches, routers,

port connections and so on.
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FIGURE 11 Interactive Network Topology
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You can also use the search bar to look for devices (AP or switch) within the network topology diagram either with their name or MAC address. By

clicking on the switch group icon (a), you can expand and view the devices within the group such as routers, APs (o). The switch group can have

a stack of switches as well. If the network contains devices other than ICX switches and RUCKUS APs, the device is displayed against this icon - ’
Pause the pointer over the icons for more information about the devices and over the lines for more information about the port connections. For
example, the port connections are displayed as Connection Port: 1/1/35 <-> eth1 which implies that the ports 1/1/35 of the switch are connected
to the eth1 port of the AP. In the switch ports representation, the first number represents the first switch in the group or stack, the next number
represents the switch module, and the last number the switch port. Clicking Reset View collapses all the device views and resets the network
topology connection diagram.

You can zoom-in or zoom-out the Topology page and also click on the page to move it.

You can also use the Auto Update feature to update the dashboard data, every 3 minutes.

Settings

You can modify the user profile from the My Profile Settings page and enable the option to receive notification email alerts for incidents of varying
severity ranging from P1 to P4.

RUCKUS Analytics User Guide, 2.0
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FIGURE 12 Accessing Settings
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Click Edit and select the check boxes to indicate the incident severity range or license expiration time for which you want to receive email

notifications.
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FIGURE 13 Enabling Email Notifications
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An email notification typically contains a short description about the incident and also provides a summary with the following details:
e  Client Impact: Displays the estimated percentage of clients impacted due to the incident.

e  Category: Displays the type of issue impacting the client. For example, if the time to connect to the network is high, the Category would
be displayed as "Connection". Other options include "Infrastructure" and "Performance".

e  Sub Category: Displays the subcategory of the incident. For example, if the time to connect to the network is high, the Subcategories
would vary based on the three categories (Connection, Infrastructure, and Performance). For more information, refer to the "Incidents List
Table" and "Incidents Details Page" in Analytics Page on page 31.

RUCKUS Analytics User Guide, 2.0
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e Network Path: Displays the location of the client within the network.

e  Event Start Time: Displays the timestamp of the event when it occurred.

A link to view the incident details is also available in the email notification.

FIGURE 14 Sample Email Notification

Hi there,

Ruckus Analytics has detected the following P1 incident in your network.
Description: The controller cluster is sending data with an incorrect past timestamp. To avoid
false or misleading data analysis, past timestamped data is not analyzed for incidents.

Summary:

s Client Impact (Approximately): -
e Category: Infrastructure
* Sub Category: Network

* Network Path: Alphanet-BDC (system)
e Event Start Time: Mar 11, 2020, 6:22:30 AM

Please click this link to view the incident.

Thanks
The Ruckus Analytics Team

Accounts

RUCKUS Analytics Dashboard
Dashboard Overview

The Accounts page displays the total number of third-party user accounts, role associated with the user account, name of the inviter and the status
of the invitation. Users can Accept or Reject the invitation. If an invitation is rejected, it is immediately removed from the account. Invitations that

are accepted are included to the account.

FIGURE 15 Accounts Page
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Registered users can have multiple accounts and can toggle between these accounts to operate. The user interface changes based on the

account selection.

Users with one account will be directed to the Dashboard view of the RUCKUS Analytics user interface, by default. Those with multiple
accounts will be directed to the Accounts page soon after logging into the RUCKUS Analytics user interface so they can choose the

account to operate from.

RUCKUS Analytics User Guide, 2.0
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Analytics Page

The Analytics page provides a breakdown of incidents by severity and category, allowing you to focus on incidents of interest, for which they can
view details. For any given incident, you can view the severity, client impact, root cause, and recommendations, as well as the events, anomalies
data, or problems that were used to identify the incident.

’

FIGURE 16 Analytics Page
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The analytics page consists of different sections which are described as follows:

The Analytics page contains a number of components:
e Network Filter menu
e  Date and Time filter
e Network Node Details tile
e Severity Filter tile
e Incident Timeline
e Incident List table
e Incident Details
e Network Impact tile
e Insights

® Incident Info tile

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A
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Network Filter Menu

Click the Network menu to select a network node within the circle packing representation. By default, Network is selected, which displays a circle

packing view of all the systems in the network. A network node can be a cluster, domain, zone, AP group, or access point in the network. After

selecting a node, click X to close the circle packing representation.

FIGURE 17 Nodes on the Network

Date and Time Filter

Netyw

The date and time filter is used to plot the date and time for a specific time period, including such as Today, Last 24 hours, Last 7 days, or Last

Month.Use the Custom option to select the dates and times for a specific customized time period.

FIGURE 18 Custom Mode
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Click Apply to save the specified date and time filters and update the Analytics page.

Network Node Details

The Network Node Details tile displays the name of the selected node from the Network Filter menu as a header.

For example, the following figure shows the Density network node and its attributes (Type, APs, and Clients).
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FIGURE 19 Density Network Node
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The following table lists the various network nodes and their attributes.

TABLE 7 Network Nodes and Attributes
Node Attributes

Cluster . Type: SZ Cluster

. Firmware

. Cluster: Cluster Name

e SZType: SZ104, SZ124, viz.-E, viz.-H, SZ300
Domain . Type: Domain

. Zone Count

. AP Count

. Client Count

. Cluster

Zone o Type: Zone
. Firmware: Zone firmware
. AP Count
. Client Count
. Cluster
AP Group . Type: AP Group
. Zone Firmware
. AP Count

. Client Count

AP e  Type Access point
o AP Firmware
. AP Name
. Model

. MAC Address
. IP Address
. Client

Client e Type: Client
. MAC Address
. Last IP Address
. OS Type
. Hostname

o Username

Severity Filter

The severity filter tallies the total number of incidents on the network node, and lists the number of incidents by severity.
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FIGURE 20 Severity Filter
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Incident Timeline

The Incident Timberline is a graphical representation of the number of new clients connecting to the network (the light gray line), the number of
clients actively connected to the network (the dark gray line) and the number of clients affected by the network incidents (the blue area in the

chart).

FIGURE 21 Incident Timberline

Pausing the pointer at any instance on the timeline displays an information box that shows the number of new clients, impacted clients, and
connected clients. You can modify the information displayed in the information box by selecting the New Clients, Impacted Clients, and Connected

Clients check boxes.

NOTE
On computers running Windows, press Ctrl and rotate the wheel button to zoom in and zoom out of the Incident Timeline.

Incidents List Table

The Incidents List table offers a summary of each incident.

RUCKUS Analytics User Guide, 2.0
34 Part Number: 800-72835-001 Rev A



FIGURE 22 Incidents List Table
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Each incident is made up of a number of attributes. Under each attribute is a search field to limit the incident list based on the search criteria. Click

the right arrow button to view more information about other incidents that contribute to the selected incident and information about the parent

incident to which the selected incident contributes.

TABLE 8 Attributes of the Incidents List Table

Attribute Description

Severity The severity of an incident ranges from P1 to P4; P1 being the highest priority and P4 the lowest. The
severity of an incident is determined by the client impact, duration, and other factors. You can see the
severity score when you hover the mouse over the number. The severity score of the incident takes into
account the scope of the incident, duration of the incident, and the severity of the incident; giving equal
consideration to all the mentioned parameters to arrive at the severity score.

Date The date and time when the incident started.

Duration The measure of how long the incident lasted.

Description A short description of the incident. Pausing the pointer over the description displays more information
about the incident.

Category The type of incident, for example: Connection, Performance, and Infrastructure.
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TABLE 8 Attributes of the Incidents List Table (continued)

Attribute

Sub-Category

Client Impact
Impacted Clients

Type

Scope

Details

Incident Details Page

Description
Connection incidents consist of the following categories:
U Association

. User Authentication

. DHCP
. EAP
. RADIUS

U Time to Connect

Performance incidents consist of the following categories:
. RSSI
° Memory

U Coverage

Infrastructure incidents consist of the following categories:
. VLAN Mismatch

. Service Availability
The percentage of clients impacted by the incident.
The number of clients impacted by the incident.

The type of incident that occurred. You can view this by selecting the options from the drop-down menu.
Options include SZ Cluster, Domain, Zone, AP Group and Access Point.

The area of the network in which the incident was detected. Pausing the pointer over the scope displays
the entire path of the network node.

Clicking the Details icon displays the Incident details page to find more details about the incident such as
impacted areas, root cause, and recommendations.

The header of the Incident details page displays the severity level of a selected incident and the description of the incident.

36

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A



Analytics
Analytics Page

FIGURE 23 Incident Details Page
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You can also fix the thresholds for health parameters using the Set Threshold option to validate the health of your network. Clicking Set Threshold
takes you to the Health page where you can set the threshold for a parameter. For instance, if you set the threshold for the Time to Connect (TTC)
parameter as 2 seconds, the TTC graph displays the number of connections that are able to connect to the network within 2 seconds. It also displays
the average time to connect to the network in general, and the total connections attempting to connect to the network. Every time a new threshold
is set, the graph trends simultaneously change as the computing changes. Similarly, thresholds can be set for various parameters to evaluate
network health such as ROSSI, AP Capacity, AP Service Uptime, AP-to-SZ Service Latency, and Cluster Latency. The threshold will apply tot he
incident related to the metric.

Network Impact Tile

The Network Impact tile consists of various donut charts that represent the areas of the network that were impacted by the incident. Each incident
type and subtype has a different set of network impact donut charts, but it is common to see WLANSs, Client OS Types, AP Models, Radio Bands, and
Reason Codes, which all help to explain some of the common questions: who is impacted, which devices are contributing, what are the reason
codes, and more. Every donut chart is divided into donut charts of different colors. If you pause the pointer over any portion of the donut chart, an
information box displays the impacted area of the incident and the clients affected by this the incident. Beneath each donut chart is a summary line
Two donut charts are shown by default. You can click the right arrow and left arrow to navigate to other donut charts, or click Radio, WLAN, Client
Manufacturers, or Reason to access a specific donut chart.
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FIGURE 24 Network Impact Tile

HE TWORE IMPALT

TABLE 9 Attributes of Network Impact Table

Incident Type Donut Charts

User Authentication . Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios.

. WLAN: The different WLANs to which the
impacted clients are connected.

. Client Manufactures: The distribution of
device manufacturers.

. Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

EAP . Radio: The distribution of impacted

clients who connected to 5 GHz and 2.4
GHz radios.

. WLAN: The different WLANSs to which the
impacted clients are connected.

. Client Manufactures: The distribution of
device manufacturers.

. Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

38
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DEMSITY

WLAN

Chart Elements

. Authentication Failure Ratio: A time
series chart that shows the failure ratio
over time. The chart includes data for 6
hours before and 6 hours after (if
available) the incident.

. Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

. Failure counts: A time series chart with
three types of raw failure counts:
Authentication Failures, Authentication
Attempts, and Total Failures, which
includes the total of all types of
connection failures (authentication,
association, EAP, DHCP, and so on) that
were observed during this period.

. EAP Failure Ratio: A time series chart that
shows the failure ratio over time. The
chart includes data for 6 hours before
and 6 hours after (if available) the
incident.

. Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

. Failure counts: A time series chart with
three types of raw failure counts: EAP
Failures, EAP Attempts, and Total Failures,
which includes the total of all types of
connection failures (authentication,
association, EAP, DHCP, and so on) that
were observed during this period.
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TABLE 9 Attributes of Network Impact Table (continued)

Incident Type

Association

DHCP

RADIUS

RUCKUS Analytics User Guide, 2.0
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Donut Charts

Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios.

WLAN: The different WLANSs to which the
impacted clients are connected.

Client Manufactures: The distribution of
device manufacturers.

Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios.

WLAN: The different WLANSs to which the
impacted clients are connected.

Clients Manufactures: The distribution of
device manufacturers.

Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios.

WLAN: The different WLANSs to which the
impacted clients are connected.

Client Manufactures: The distribution of
device manufacturers.

Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

Analytics
Analytics Page

Chart Elements

Association Failure Ratio: A time series
chart that shows the failure ratio over
time. The chart includes data for 6 hours
before and 6 hours after (if available) the
incident.

Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

Failure counts: A time series chart with
three types of raw failure counts:
Association Failures, Association
Attempts, and Total Failures, which
includes the total of all types of
connection failures (authentication,
association, EAP, DHCP, and so on) that
were observed during this period.

DHCP Failure Ratio: A time series chart
that shows the failure ratio over time.
The chart includes data for 6 hours
before and 6 hours after (if available) the
incident.

Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

Failure counts: A time series chart with
three types of raw failure counts: DHCP
Failures, DHCP Attempts, and Total
Failures, which includes the total of all
types of connection failures
(authentication, association, EAP, DHCP,
and so on) that were observed during
this period.

Radius Failure Ratio: A time series chart
that shows the failure ratio over time.
The chart includes data for 6 hours
before and 6 hours after (if available) the
incident.

Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

Failure counts: A time series chart with
three types of raw failure counts: RADIUS
Failures, RADIUS Attempts, and Total
Failures, which includes the total of all
types of connection failures
(authentication, association, EAP, DHCP,
and so on.) that were observed during
this period.
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TABLE 9 Attributes of Network Impact Table (continued)

Incident Type

Time to Connect .
L]
L]
L]

RSSI °

Network Latency

Reboot .

40

Donut Charts

Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios.

WLAN: The different WLANSs to which the
impacted clients are connected.

Client Manufactures: The distribution of
device manufacturers.

Reason: The breakdown of various failure
reasons experienced by the impacted
clients.

Radio: The distribution of impacted
clients who connected to 5 GHz and 2.4
GHz radios

WLAN: The different WLANSs to which the
impacted clients are connected.

Client Manufactures: The distribution of
device manufacturers.

Reason: The breakdown of various failure

reasons experienced by the impacted
clients.

AP Model: distribution of impacted AP
models.

AP Firmware: distribution of impacted AP
versions.

Reason by AP: distribution of reasons for
failure that caused the AP reboot.

Reason by Event: distribution of reasons
for failure that caused the AP reboot and
triggered related events.

Chart Elements

Time to Connect Failure Ratio: A time
series chart that shows the failure ratio
over time. The chart includes data for 6
hours before and 6 hours after (if
available) the incident.

Clients: Three types of time series data: a
line for new clients, a line for connected
clients, and an area chart for impacted
clients.

Time to Connect (By stage): A time series
chart that displays the time to connect
based on various stages of the
connection such as authentication,
association, EAP, Radius, and DHCP. Pause
the pointer over the graph for more
information.

RSSI Quality by Clients: Three types of
time series data: a line for new clients, a
line for connected clients, and an area
chart for impacted clients.

RSSI Distribution: The RSSI distribution
over a period of time.

Ping Latency: Average time, in
milliseconds, for the controller nodes to
transmit and receive the packets.
Maximum, average, and minimum
latency trends are plotted on the graph.

Controller-1: CPU, memory and input-
output usage of the controller node over
time is displayed.

Controller-2: CPU, memory and input-
output usage of the other controller
node over time is displayed.

Reboot by System: a time series chart
that displays the number reboot events.

Connected Clients: a time series chart
that displays the number of clients
connected at that point in time.

Rebooted APs: a time series chart that

displays the number of APs that were
rebooted at a point in time.
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TABLE 9 Attributes of Network Impact Table (continued)

Incident Type

SmartZone CPU overload insight

High AP-controller connection failures

Channel Distribution

VLAN Mismatch

Memory Utilization

RUCKUS Analytics User Guide, 2.0
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Donut Charts

SZ Applications: distribution of CPU usage
by individual SmartZone applications.

SZ Applications Group: distribution of
CPU usage by individual SmartZone
application groups.

AP Model: displays the percentage of
failure that impacted various AP models

AP Firmware: displays the number of
failures that impacted various AP
firmware versions

Event Type: displays the percentage of
failures that were caused by various
events

Reason: lists the reasons that caused the
incident

Impacted Switch: displays the number of
switches impacted by VLAN mismatch
Impacted VLANSs: displays the number of
VLANSs that are missing

Analytics
Analytics Page

Chart Elements

. Normalized CPU Usage: a time series
chart that displays the CPU usage in
percentage.

. Memory and I/O Usage: a time series
chart that displays the memory and I/O
usage in percentage. You can select the
check-box to displays only one or both of
the usage metrics.

. CPU Usage by Application Groups: a time
series chart that displays the CPU usage
in percentage, for the various SmartZone
application groups. You can select the
check-box to displays only one or more of
the usage metrics.

. AP-Controller Disconnections: a time
series chart that displays the number of
disconnections between the AP and
controller over time.

. Event Count: a time series chart that
displays the total event count for the
following events: Heartbeat Lost,
Connection Lost, Reboot By System, and
Reboot By User. When an event is
generated for the above mentioned
conditions, it is plotted in this graph. You
can select the check-box to displays only
one or more of the events.

. AP Distribution by Channel: heatmap that
displays the AP count over time, across
channels.

. Rogue Distribution by Channel: a time
series chart that displays the number of
rogue APs across channels.

Incident identifies incorrect VLAN configurations
between switches and wired devices due to which
data transmission could be impaired.

The Impacted Switches table displays detailed
information about the switch name, MAC address,
mismatched VLANs, mismatched ports, and
mismatched device information where the VLAN
mismatch occurred.

Mismatched VLAN numbers are highlighted red.

Incident identifies memory leaks within the switch.
The time series chart displays high memory
utilization by a switch against the threshold set.
Pause the pointer over the graph to determine the
switch memory used against the threshold set, at a
time.

The Detected Time identifies when the memory leak
happened and based on the threshold set, a
Projected Time is calculated and plotted on the
graph. Projected time is predicted; it is the time by
when the switch will run out of available memory.
Contact RUCKUS Support for assistance.

You can select the check-box to displays only
Memory Used or Threshold graphs.
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TABLE 9 Attributes of Network Impact Table (continued)

Incident Type Donut Charts Chart Elements

PoE Power . Impacted Switch: displays the number of | The Impacted Switches table displays detailed
switches impacted by the denial of PoE information about the switch (name, MAC address,
power port) for which PoE power was denied.

. Impacted PoE port: displays the number
of PoE ports that are impacted by the
denial of PoE power.

Insights Tile

The Insight tile of the Incident Details page provides a summary of the root cause and recommended action for the incident. The root cause varies
based on the incident type, impacted area, data events, and reason codes.

FIGURE 25 Insights Tile

INSIGHTS

ROOT CAUSE ANALYSIS

This is an unusual problem that is most commonly caused by client device
misconfiguration or misbehavior.

RECOMMENDED ACTION

If this problem persists, check for recent software updates causing
problems or a client configuration update with incorrect settings.

Incident Info Tile

The Incident Info tile lets you know the client impact count, the category and sub-category of the incident, the type, scope, duration, and date and
time of the incident.. To explore more about the impacted clients, click Client Impact Count.

RUCKUS Analytics User Guide, 2.0
42 Part Number: 800-72835-001 Rev A



Analytics
Health Page

FIGURE 26 Incident Info Tile
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Click view details for more information about the impacted clients. The Impacted Clients page displays the user name, host name, client MAC

address, SSID, and manufacturer of the client. To troubleshoot the client, click the Client Troubleshooting icon ( ) to generate the client

details report, click the Client Details icon ( ) on the Impacted Clients page. You can search for impacted clients by the client MAC address and
manufacturer.

FIGURE 27 Clients page

Impacted Clients

Client MAC Manufacturer L | Links

Health Page

The Health page provides information about network health by giving insights about key performance indicators (KPIs) of the network. The
information provided by the Health page allows you to analyze the network health and behavior in real time.

You can evaluate network health based on a variety of thresholds that you are allowed to set, called goals. For example, you can set the goal (or
threshold) to five seconds for all clients to connect to the network, and confirm the number of clients accomplishing the five-second goal in real
time. You can thereby determine the metric to understand the number of clients that connect within or before time, and the ones that are delayed.
The success rate of network elements meeting each of the goals is typically displayed as a percentage of the metric.
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At a high level, the Health page also displays the number of connection attempts, successful connections, failed connections, the connection status,

and the average time to connect.

NOTE
You can only view and manage network data for the domains to which you have access, based on the resource group creation and the
role assigned to you as a user. For more information, refer to Managing Users on page 182 and Managing Resource Groups on page 183.

FIGURE 28 Health Page
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Unique Connected Clients Graph

The Unique Connected Clients graph displays the range of clients attempting to connect to the network. You can modify the range (dark grey area)
of clients by moving the scroll bar and this automatically changes the trends displayed in the Overview, Connection, Performance and
Infrastructure tabs. Pausing the pointer over the graph or placing the pointer at a particular point provides information about the number of

connected clients at a time on a given day.

You can also select the drop-down arrows on the coloured bars - Successful Connections, Failed Connections and Connection Success Ratio to
display the Connection Failures tile. It displays probable reasons for the client to disconnect from the network such as RADIUS failure, EAP failure,
DHCP failure and so on. This information is displayed as a bar chart showing the failure percentage in each phase. Clicking the failure types displays
more information as a pie chart and table. The pie chart displays the Top 5 Impacted Zones and Top 5 Impacted WLANSs. The table displays Top 100
Impacted Clients detailing information such as the client MAC address, manufacturer information, SSID, username, hostname, links to the Client

Details page and Client Troubleshooting page for further analysis.
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FIGURE 29 Connection Failures Tile
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Similarly, you can also select the drop-down arrow on the Avg. Time To Connect bar to display the Avg. Time To Connect tile. It displays the average
time taken by the client to connect to the network through various authentication mechanisms such as 802.11 Auth, RADIUS authentication, DHCP
authentication and so on. This information is displayed as a bar chart showing the percentage of time in each phase of connection. Clicking the
authentication types displays more information as a pie chart and table. The pie chart displays the Top 5 Impacted Zones and Top 5 Impacted
WLANSs. The table displays Top 100 Impacted Clients detailing information such as the client MAC address, manufacturer information, SSID,
username, hostname, links to the Client Details page and Client Troubleshooting page for further analysis.

FIGURE 30 Average Time To Connect Tile
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Overview Tab

The Overview tab displays information about successful client connections, time taken by the client to connect to the network, client throughput,
AP capacity, and AP service uptime. The area is graphically divided into three sections: a pill-shaped box depicting the metric as percentages, a time
series graph depicting the metric as percentages, and a histogram.

The pill-shaped box not only depicts the percentage of successful connections, but also specifies the connections, sessions, and APs meeting a
threshold within the larger sample set.

There are two types of histograms: a view-only histogram that provides information about the threshold trends, and another configurable
histogram that allows you to set the threshold for a metric. The threshold you set for the metric is the value against the goal. By default, the goal
met for the last 7 days is displayed. Click Apply to set the new threshold for the metric or click Reset to revert to the default threshold value.

The following KPIs are displayed on the tab:

e  Connection Success: Measures the number of connection attempts that complete successfully. Pausing the pointer over the time series
graph at a point displays the percentage of successful connections made and the number of connections attempted by the client at that
time and date. Pausing the pointer over the histogram bar graph displays the number of sample clients that attempted to connect to the
network.

e Time to Connect (TTC): Measures the percentage of connection attempts that completed within the service level agreement (SLA).

Pausing the pointer over the time series graph at a point displays the percentage of TTC count and connection count at that time and
date. Pausing the pointer over the histogram bar graph displays the number of sample clients that attempted to connect to the network.

e Client Throughput: Measures the number of client sessions with the throughput potential that met the SLA. Pausing the pointer over the
time series graph at a point displays the percentage of throughput count and session count at that time and date. Pausing the pointer
over the histogram bar graph displays the number of sample clients that attempted to connect to the network.

e AP Capacity: Measures the number of APs with the average capacity that met the SLA. Pausing the pointer over the time series graph at a
point displays the percentage of capacity count and AP count at that time and date. Pausing the pointer over the histogram bar graph
displays the number of sample clients that attempted to connect to the network.

e AP Service Uptime: Measures the percentage of time the radios of an AP are fully available for client service.

TABLE 10 KPIs Snapshot: Overview Tab

KPI Pill-Shaped Box Time Series Graph Histogram
Connection Success Displays the percentage of Displays the percentage of successful Displays a bar chart of success percentage
successful connection attempts connection attempts where the X axis displays time in hours,

days, and weeks, and the Y axis displays
success percentage

Time to Connect Displays the percentage of Displays the percentage of connections meeting | Displays a bar chart of TTC where the X
connections that completed the SLA over time axis displays TTC duration and the Y axis
within the TTC SLA (for the time displays the connection count;
range selected) also displays the percentage of

connections that completed within the TTC
SLA for the entire time range

Client Throughput Displays the percentage of client Displays the percentage of client sessions with Displays a bar chart of throughput by
sessions with the average the throughput that met the SLA session where the X axis displays the
throughput that met the SLA (for average throughput per session and the Y
the time range selected) axis displays the session count;

also displays the percentage of client
sessions with the average throughput that
met the SLA for the entire time range
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KPI

AP Capacity

Pill-Shaped Box

Displays the percentage of APs
with the per-bin capacity that met

Time Series Graph

Displays the percentage of APs with the per-bin
capacity that met the SLA

Analytics
Health Page

Histogram

Displays a bar chart of average capacity
where the X axis displays average capacity

AP Service Uptime

the SLA (for the time range
selected)

and the Y axis displays AP count;

also displays the percentage of APs with
the per-bin capacity that met the SLA for
the entire time range

Displays a bar chart of AP service uptime
where the X axis displays the percentage
of AP service uptime and the Y axis
displays the number of APs that meet the
goal for the selected time;

also displays the percentage of APs with
the uptime that met the SLA for the entire
time range

Displays the percentage of APs with the uptime
that met the SLA

Displays the percentage of APs
with the uptime that met the SLA
(for the time range selected)

Connection Tab

The Connection tab displays information about successful client connections, time taken by the client to connect to the network, association, user

authentication, DHCP, RADIUS, and roaming success. The area is graphically divided into three sections: a pill-shaped box depicting the metric as

percentages, a time series graph depicting the metric as percentages, and a histogram.

The pill-shaped box not only depicts the percentage of successful connections, authentications, and associations, but also specifies the connections,

authentications, and associations meeting a threshold within the larger sample set.

There are two types of histograms: a view-only histogram that provides information about the threshold trends, and another configurable
histogram that allows you to set the threshold for a metric. The threshold you set for the metric is the value against the goal. By default, the goal

met for the last 7 days is displayed. Click Apply to set the new threshold for the metric or click Reset to revert to the default threshold value.

The following KPIs are displayed on the page:

Connection Success: Measures the number of connection attempts that complete successfully. Pausing the pointer over the time series
graph at a point displays the percentage of successful connections made and the number of connections attempted by the client at that
time and date. Pausing the pointer over the histogram bar graph displays the number of sample clients that attempted to connect to the
network.

Time to Connect (TTC): Measures the percentage of connection attempts that completed within the service level agreement (SLA).
Pausing the pointer over the time series graph at a point displays the percentage of TTC count and connection count at that time and
date. Pausing the pointer over the histogram bar graph displays the number of sample clients that attempted to connect to the network.

Association: Measures the number of association attempts that complete successfully. Pausing the pointer over the time series graph at a
point displays the percentage of association attempts at that time and date.

User (L2) Authentication: Measures the number of Layer 2 user authentication attempts that complete successfully. Pausing the pointer
over the time series graph at a point displays the percentage of successful Layer 2 user authentications at that time and date.

DHCP: Measures the number of DHCP connection attempts that complete successfully. Pausing the pointer over the time series graph at a
point displays the percentage of successful DHCP connections at that time and date.

RADIUS: Measures the number of RADIUS connection attempts that complete successfully. Pausing the pointer over the time series graph
at a point displays the percentage of successful RADIUS connections at that time and date.

Roaming Success: Measures the number of client roaming attempts that complete successfully.
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TABLE 11 KPIs Snapshot: Connection Tab

KPI

Connection Success

Time to Connect

Association

User (L2) Authentication

DHCP

RADIUS

Roaming Success

Pill-Shaped Box

Displays the percentage of successful
connection attempts

Displays the percentage of connections
that completed within the TTC SLA (for
the selected time range)

Displays the percentage of successful
association attempts

Displays the percentage of successful
Layer 2 user authentication attempts

Displays the percentage of successful
DHCP attempts

Displays the percentage of successful
RADIUS attempts

Displays the percentage of successful
roaming attempts

Performance Tab

The Performance tab displays information about client throughput, AP capacity, and client RSS. The area is graphically divided into three sections: a
pill-shaped box depicting the metric as percentages, a time series graph depicting the metric as percentages, and a histogram.

Time Series Graph

Displays the percentage of successful
connection attempts over time

Displays the percentage of
connections meeting the SLA over
time

Displays the percentage of successful
association attempts over a granular
range of time, which is also
determined by the time range
selected under Unique Connected
Clients

Displays the percentage of Layer 2
user authentication attempts over a
granular range of time, which is also
determined by the time range
selected under Unique Connected
Clients

Displays the percentage of successful
DHCP attempts over a granular range
of time, which is also determined by
the time range selected under Unique
Connected Clients

Displays the percentage of successful
RADIUS attempts over a granular
range of time, which is also
determined by the time range
selected under Unique Connected
Clients

Displays the percentage of successful
roaming attempts over time

Histogram

Displays a bar chart of success percentage where
the X axis displays time in hours, days, and
weeks, and the Y axis displays success percentage

Displays a bar chart of TTC where the X axis
displays TTC duration and the Y axis displays the
connection count;

also displays the percentage of connections that
completed within the TTC SLA for the entire time
range

Displays a bar chart of successful associations, as
a percentage of the sample set, where the X axis
displays time in hours, days, and weeks
depending upon the time selection made under
Unique Connected Clients, and the Y axis
displays success percentage

Displays a bar chart of successful Layer 2 user
authentication attempts, as a percentage of the
sample set, where the X axis displays time in
hours, days, and weeks depending upon the time
selection made under Unique Connected Clients,
and the Y axis displays success percentage

Displays a bar chart of successful DHCP attempts,
as a percentage of the sample set, where the X
axis displays time in hours, days, and weeks
depending upon the time selection made under
Unique Connected Clients, and the Y axis
displays success percentage

Displays a bar chart of successful RADIUS
attempts, as a percentage of the sample set,
where the X axis displays time in hours, days, and
weeks depending upon the time selection made
under Unique Connected Clients, and the Y axis
displays success percentage

Displays a bar chart of roaming percentage where
the X axis depicts coarse time and the Y axis
displays the success percentage

The pill-shaped box not only depicts the percentage of client throughput, AP capacity, and client RSS, but also specifies the client throughput and AP

capacity meeting a threshold within the larger sample set.

There are two types of histograms: a view-only histogram that provides information about the threshold trends, and another configurable

histogram that allows you to set the threshold for a metric. The threshold you set for the metric is the value against the goal. By default, the goal
met for the last 7 days is displayed. Click Apply to set the new threshold for the metric or click Reset to revert to the default threshold value.

The following KPIs are displayed on the tab:

e (Client Throughput: Measures the client throughput sessions that met the service level agreement (SLA). Pausing the pointer over the time

series graph at a point displays the percentage of successful client throughput values achieved by the client at that time and date. Pausing

the pointer over the histogram bar graph displays the number of sample client throughput goals achieved with the network.
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AP Capacity: Measures the number of APs with the average capacity that met the SLA. Pausing the pointer over the time series graph at a
point displays the percentage of average AP capacity at that time and date. Pausing the pointer over the histogram bar graph displays the
number of sample clients that attempted to connect to the network.

Client RSSI: Measures the number of client sessions with the average RSSI that met the SLA. Pausing the pointer over the time series
graph at a point displays the percentage of successful RSSI goals achieved by the client at that time and date. Pausing the pointer over the
histogram bar graph displays the number of sample client RSSI goals achieved with the network. This metric defines the signal strength.

TABLE 12 KPIs Snapshot: Performance Tab

KPI Pill-Shaped Box Time Series Graph Histogram
Client Throughput Displays the percentage of Displays the percentage of successful client Displays a bar chart of success percentage
successful client throughput throughput sessions that met the SLA over time | where the X axis displays the average
sessions that met the SLA (for throughput per session and the Y axis
the selected time range) displays the session count;
also displays the percentage of successful
client throughput sessions that met the
SLA for the entire time range
AP Capacity Displays the percentage of the Displays the percentage of the number of APs Displays a bar chart of average AP capacity
number of APs with the average | with the average capacity that met the SLA where the X axis displays the average
capacity that met the SLA (for over time capacity and the Y axis displays the AP
the selected time range) count;
also displays the percentage of the
number of APs with the average capacity
that met the SLA for the entire time range
Client RSS Displays the percentage of client | Displays the percentage of client sessions with Displays a bar chart of average RSSI by
sessions with the average RSSI the average RSSI that met the SLA over time session where the X axis displays the
that met the SLA (for the average RSSI per session and the Y axis
selected time range) displays the session count;

also displays the percentage of client
sessions with the average RSSI that met
the SLA for the entire time range

Infrastructure Tab

The Infrastructure tab displays information about the time taken for the AP to respond to the controller. The area is graphically divided into three

sections: a pill-shaped box depicting the metric as percentages, a time series graph depicting the metric as percentages, and a histogram.

The pill-shaped box not only depicts the percentage of AP controller latency, but also specifies the AP controller latency meeting a threshold within

the larger sample set.

The configurable histogram allows you to set the threshold for a metric. The threshold you set for the metric is the value against the goal. By

default, the goal met for the last 7 days is displayed. Click Apply to set the new threshold for the metric or click Reset to revert to the default

threshold value.

The following KPIs are displayed on the tab:

AP-to-SZ-Latency: Measures the number of APs with the SmartZone controller control plane latency that met the service level agreement
(SLA). Pausing the pointer over the time series graph at a point displays the percentage of successful latency values achieved by the AP at
that time and date. Pausing the pointer over the histogram bar graph displays the number of sample latency goals achieved.

AP-Controller Connection Uptime: Measures the percentage of time an APs radios are fully available for client service.
Cluster Latency: Measures the percentage of time the SmartZone cluster latency meets the SLA.

PoE Utilization: Measures the percentage of PoE utilization by the switches in the network.
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TABLE 13 KPI Snapshot: Infrastructure Tab

KPI

Pill-Shaped Box

Time Series Graph

Histogram

AP-to-SZ-Latency

Displays the percentage of
APs with the AP-to-SZ
latency that met the SLA
(for the selected time
range)

Displays the percentage of APs with the AP-to-SZ
latency that met the SLA over time

Displays a bar chart of average latency
percentage where the X axis displays
average AP-to-SZ latency and the Y axis
displays the AP count;

also displays the percentage of APs with
the AP-to-SZ latency that met the SLA for
the entire time range

AP-Controller Connection
Uptime

Displays the percentage of
APs with the uptime that
met the SLA (for the
selected time range)

Displays the percentage of APs with the uptime
latency that met the SLA over time

Displays a bar chart of AP service uptime
where the X axis displays percentage of AP
service uptime and the Y axis displays the
number of APs that meet the goal for the
selected time;

also displays the percentage of APs with
the uptime that met the SLA for the entire
time range

Cluster Latency

Displays the percentage of
time controller cluster
latency that met the SLA
(for the selected time
range)

Displays the percentage of nodes per bin with the
latency that met the SLA over time

Displays a bar chart of average cluster
latency where the X axis displays the time
or latency in ms and the Y axis displays the
clusters per bin;

also displays the percentage of time
controller cluster latency that met the SLA
for the entire time range

PoE Utilization

Displays the percentage of
power over ethernet (PoE)
used by the switches that
met the SLA (for the
selected time range)

Displays the percentage of power over ethernet
(PoE) used by the switches that met the SLA over
time

Displays a bar chart of switches that met
the PoE utilization goal where the X axis
displays percentage of PoE utilization and
the Y axis displays the number of switches
that meet the goal for the selected time.

Client Troubleshooting Page

The client troubleshooting page provides you details about the connectivity of a particular client.

FIGURE 31 Client Troubleshooting Page
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The header displays the MAC address of the client followed by its host name. The line underneath the header lists the following client attributes:

MAC address
Last IP address
Host name

OS type

Username

For data fields in which there are multiple entries (such as IP address), the system shows a value in parentheses (for example, (2)). Pausing the

pointer on this number shows the additional values for the field.

The Health Summary shows the total time during which the client was connected to the network. The Health Summary highlights the following

measurements::

Total Connected Time
Percentage of Good Connection
Percentage of Average Connection

Percentage of Poor Connection

The health classification (good, average, and poor) depends on the Connection Quality metrics, which consist of SNR, MCS, and Client Capacity

metrics.

The Connection Events shows the connection status of the client on the particular WLAN for a specific AP. The connection events are classified

(success, failure, slow, and disconnect), and are identified with the following colors:

Green: Successful connection. Pause the pointer over the green dots to view more information such as the AP MAC address, AP name,
SSID and Radio.

Red circle with exclamation point: Failed connection. You can also click the red circle to view the time of the failure scenario (for example,
whether the failure occurred during the EAP request, DHCP discovery, and so on). Pausing the pointer over the circle provides a quick
snapshot of information such as the exact time of failure, the type of failure, the client IP address, connection diagram analyzing the point
of failure and so on. The failed path is denoted by a red arrow, as shown in the figure. The figure depicts a failure to send EAP requests to
the client.
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FIGURE 32 Failure to Send EAP Request
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e  Yellow: Slow (long time to connect to connection)

e  Gray: Disconnected
Roaming shows the connection status when the client either moves to a different WLAN or a different AP. A roaming event is identified with the
following colors:

e Green: Successful roam. Pause the pointer over the dot for more information.

e Red circle with exclamation point: Failed connection. Pause the pointer over the dot for more information.
The Connection Quality shows the quality of the service the client experiences throughout of the network. The connection quality is identified with
the following colors:

e  Green: Good

e  Red: Poor

e  Yellow: Average

Network Incidents shows any incidents that affected the client. The incidents are classified (client connection, performance, and infrastructure),
and are identified with the following colors and severities:

e Red:P1
e  Dark Orange: P2
e  Orange: P3
e  Yellow: P4
The Timeline displays the history of events that occurred for this client during the time period displayed on the screen. It shows the client

connected and disconnect events, the network incidents, and so on.

NOTE
Clicking any network incident in the Timeline directs you to the Incident Details Page.
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Based on the client access permissions set in the resource group, the client is only able to view the data for APs for which access permission are
granted. If the client roams to an AP for which access permissions are not granted, the AP data is not available to view even though the connection
between client and AP (roamed to) are established.
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e  Service Validation Test Report

Testing Client Services

The Service Validation page allows users to test LAN, WAN and connectivity to application servers with ease. .

APs will emulate as virtual clients and perform the end-to-end connectivity tests (such as EAP, RADIUS, DHCP, DNS, ping, and traceroute) thereby
connecting to a WiFi network and the internet thereafter. It also performs speed tests to determine the quality of the connection. This feature
therefore offers a comprehensive, end-to-end testing mechanism for users. You can create tests and customize them based on your network
requirements. For example, you can create a test to determine network connectivity for a subset of APs within your network. There is no limitation
on the number of APs selected to perform these tests. APs continue to serve actual clients while performing service validation tests. It is important
to note that service validation tests generate test traffic over the wired interface. Mesh APs cannot participate in service validation tests.

Follow these steps to create a test:
1. From the navigation bar, click Service Validation.

The Service Validation page is displayed containing information about the test created earlier such as the test name, number of APs
tested, last run time, test results and so on. It also displays the total number of tests created, number of tests that passed and failed, and
those that are pending and yet to be run on the network.

FIGURE 33 Service Validation Page

Service Validation Greate Test.

Total Tesis: 48

Name 2P Run Last Run AP Under Test Loat Result
Gopademo (5 GHz) [wlanid: 6 1495 Z >
chakraft-Sg (1 4P) [wlanid: 1] 14Ps 3 g 27 2020 102253 1 4Ps 100% pass B
chakrafi-5g (Default Zene) [wlanid: 1] 48Ps > Sep 042020 205410 4npg 25% pass B
dansity-vaze-chuster - bugbash? fwlanid: 4] 3 AP S Aug 27 2020 10:27:91 e 0% pass [
OcRalkiH3727 (2.4 GHz) fulanid: 3] Aug 272020 102719 14P5 0% pass 2
QA-Raikihced-2728 (2.4 GH2) [wlanid: 1] . g 27 2020 10:2721 14Ps 0% pase [

SB-SARMMANAN-T5-Wpamiked (2.4 GHz) [wianid: 12] 15 ARs > UG 19 2020 174842 15085 o% pass B

e Name: Displays the name of the test

e  APs: Displays the number of APs in the zone

e Run:Click to run the test

e  Last Run: Displays the timestamp of the last test run on the AP

e APs Under Test: Displays the number of APs that have been tested

e  Last Result: Displays test success as a percentage. For example, if all the APs within the zone passed the test criteria, then 100%
success is displayed as the result. If the test is ongoing, then the status "In progress" is displayed. For example, "In
progress... (2 of 16APs tested)"

(5
Click — toview the test results.
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2. Click Create Test.
The Create Test page is displayed.
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FIGURE 34 Creating a Test
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Create test APs selection Settings
SETTINGS
WLAN DNS SERVER
® Default O Gustom
AUTHENTICATION TYPE PING DESTINATION ADDRESS
WPA2-Personal ~
RADIO BAND TRACEROUTE DESTINATION ADDRESS

® 24G6Hz (0 5GHZ

USERNAME SPEED TEST

() Enabled

PRE-SHARED KEY

using configured password
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Enter a name for the test
Click Next. The AP selection page is displayed.

Select the APs you want to include to the test from the network.

o v A~ 0w

Click Next. The Settings page is displayed.

Configure the following options:

e WLAN: Select the WLAN

e Authentication Type: Select an authentication method from the menu

e  Radio Band: Select the radio frequency that you want to test the APs at - options include 2.4 GHz, 5GHz or both these frequencies

e Username: Enter the username. Some authentication methods such as OpenAuth and WPA2-Personal do not demand entry of login
credentials but others such as WISPr and Web Authentication would require you to enter your login credentials. For some
authentication methods such as Guest Access, the username is already populated requiring only password entry.

e  Password: Enter the password

e  DNS: Select one of the options - Default or Custom to assign IP address to APs

e  Ping Destination Address: Enter the IP address (internal or external) or URL of the ping destination
e  Traceroute Destination Address: Enter the IP address or URL of the traceroute destination

7. Click Save to save the test configuration.
After the test is created, its is displayed in the Service Validation page.

You can click Run to run the test to determine the network connectivity. After you run the test, results of the test are displayed under Last Result.

Click the Clone, Edit and Delete icons respectively to clone the test, edit test configuration options and to delete it ( ). You can only edit
the test that you create.

Service Validation Test Report

The Service Validation test report provides granular information about the test result which aids in better network analysis. It provides a step-by-
step analysis of the various connection stages the AP has to go through before establishing network connectivity, there by, being able to identify the
reason for failure or error if there is one.

The Service Validation Report consists of the following components:
e  Overview tab

e Details tab

Overview Tab

The Overview tab of the Service Validation Report displays information about the test configuration that was used while creating the test. The
Execution section displays information about the average ping time in ms, upload and download speeds in Mbps, and percentage of APs within that
zone that passed the test criteria. In this report, only 3 out of the 16 APs passed the test, therefore the % of APs which Passed is displayed as
18.75%. Additionally, a small capsule is displayed next to these values which displays the values derived by comparing current values with the
results from the previous test. If the values improved compared to previous test results, the capsule is displayed green and colored red if current
values were lower than the previous one. For example, in this report, we can interpret that the average ping time has reduced by 1.75ms when
compared to the previous result. Therefore, the capsule is colored green.
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FIGURE 35 Service Validation Report: Overview Tab

TEST TIME Aug 19 2020 17:44:42

APs Under Test: 16 | Test Result In progress... (7 of 16 APs fesled) | WLAN: SG-SARAVANAN-DPSK | RadioBand: 5GHz | Authentication Methad: WPAZ Persenal

TEST CONFIGURATION EXECUTION

SEROVAN Sl % of APs which Passed Average Ping Time Average Upload Average Download
5GHz
wozrersona 18.79% CED 4.58ms 2.13 Mbps 3.56 Mbps &=
Default Total Score: 16 APs under test ® 3 Success @ 0 Failure. ® 4Emor
google.com _
estination Address google.com i |
Enabled an% o

ao% -

0%

0% —

50% -

a0%
0%
0% -

802.11 Authentication Association PSK DHCP DNS Ping

Total Score displays the total number of APs being tested and their status. Following statuses are displayed:
e  Success (green)
®  Failure (red)
e  Error (orange)

NOTE
Test success is achieved only when the AP passes all the tests for each connection tests such as 802.11 Authentication, Association, PSK,

DHCP, DNS, and Ping.

For example, in this report, only 3 out of 16 APs in the zone passed the test, no APs failed and 4 APs showed errors. An error is usually displayed
when the test cannot be performed, for example, when an AP is unavailable or unresponsive.

The Test Time field on the top-right corner of the page displays a log of all the previous tests that were executed with details about the test status
and a links to the test reports.
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FIGURE 36 Test Time Log

Aug 19 2020 17:44:42

APs Under Test Success Failure Error Test Time Links
16 3 0 4 Aug 19 2020 17:44:42
16 0 1 1 Aug 19 2020 17:40:23 E|
16 2 1 0 Aug 19 2020 17:35:39 El
16 1 1 0 Aug 19 2020 17:20:54 El
1 1 0 0 Aug 06 2020 16:46:31 E|
1 0 1 0 Aug 06 2020 16:46:08 E|
1 1 0 0 Aug 06 2020 16:45:38 @
1 0 1 0 Aug 06 2020 16:40:35 @

Details Tab

The Details tab of the Service Validation Report displays detailed information about the status of the authentication stages.

FIGURE 37 Service Validation Report: Details Tab

e

AP Name AP MAC 802.11 Auth Association PSK DHCP DNS Ping TraceRT Upload Download
RuckusAP 0C:F4:D5:07:C2:70 Pending Pending Pending Pending Pending Pending Pending Pending
RuckusAP E8:1D:A8:17:62:F0 @ @ @ @ @ @ Error Error
RuckusAP EC:58:EA:22:66:20 Pending Pending Pending Pending Pending Pending Pending Pending
RuckusAP F0:B0:52:28:B6:90 Pending Pending Pending Pending Pending Pending Pending Pending
RuckusAP 18:4B:0D:24:5F:50 E @ @ @ @ 8.21 Kbps 19.1 Kbps
RuckusAP 24792A:1C:12:80 ([ Eror ] ([ cror ] ([ eror ] (" cror [ ror ) Ep Error
RuckusAP 84:18:3A:09:CF:90 Pending Pending Pending Pending Pending Pending Pending Pending
RuckusAP 8C:FE:74:27B4F0 E @ @ @ @ @ 7.17 Kbps 7.94 Kbps
RuckusAP B4:79:8:12:8C:50 ([ cror ] € €€ [ cror ) [ cror Error Error

The Details Tab of the Service Validation Report displays the following:
e AP Name: Displays the name of the AP
e AP MAC: Displays the MAC address of the AP
e 802.11 Auth: Displays that status of the 802.11 authentication test

NOTE
For all tests, the status includes Pass, Fail, Error, and Pending. You can pause the pointer over the test status capsule to know
more about the reason for success, failure, or error.
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e Association: Displays that status of the Association authentication test

e  PSK: Displays that status of the PSK authentication test

e DHCP: Displays that status of the DHCP authentication test

e DNS: Displays that status of the DNS authentication test

e  Ping: Displays that status of the Ping authentication test. The time taken for the ping response is also recorded in ms in the capsule.

e Traceroute: Displays the traceroute details such as number of network hops, time taken between hops for successful ping operations.
Pause the pointer over the tarceroute icon ( @ ) for more information. It is enabled only when all authentication stages are passed
successfully.

e  Upload: Displays the upload speed of the network. Timeout is displayed if the speed test times out for some reason.

e Download: Displays the download speed of the network. Timeout is displayed if the speed test times out for some reason.
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Using the Overview Dashboard: Content Panel

The Overview Dashboard is the main page displayed from the Report menu. It provides an overview of some important statistics of your Wi-Fi
network.

FIGURE 38 Overview Dashboard : Top Portion

Q) Seerch | APy - o i 9
Ovenvow c=n
Network Usage Overview
50 i
i @ .
FET
[
v e ® ° e = @ ® @ we ]
s 0 £ e o am £ 0 20 208 £ 15
App @ bomsn o5

The top portion of the Overview Dashboard shows the following tiles:

e Controller: Displays the number of controllers being used in your Wi-Fi network. The green and red dots show the number of active
(green) and inactive (red) controllers.
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e Access Points: Shows the number of APs in the network. The green, red, and yellow dots show the number of active APs (green), inactive
APs (red), and provisioned, in discovery, or rebooting APs (yellow).

e Switches: Shows the number of switches in the network. The green, red, and yellow dots show the number of active switches (green),
inactive switches (red), and provisioned, in discovery, or rebooting switches (yellow).

e  Network Usage Overview: Shows the relationship between the number of clients and the total traffic in the network. The bubble chart
contains bubbles of different colors that indicate different dimensions of the network, including application, domain, OS type, zone, AP,
system, AP group, switch, and SSID. Pause the pointer on an individual bubble to display the number of connected clients and traffic
information. Bubble sizes vary depending on their values (except for APs and Switches).

FIGURE 39 Overview Dashboard: Middle Portion

Alarms Events Top APs by Client Count
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The middle portion of the Overview Dashboard shows the following tiles:

e Alarms: Displays the most frequently occurring alarms in the network. Pause the pointer over a color or name to display the full name of
the alarm. Go to the Data Explorer dashboard for more information about alarms.

e  Events: Displays the most frequently occurring events in the network. Pause the pointer over a color or name to display the full name of
the event. Go to the Data Explorer dashboard for more information about events.

e Top APs by Client Count: Displays the APs being accessed by the most clients. This information is also represented in more detail in the
Wireless Report.

FIGURE 40 Overview Dashboard: Lower Portion
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The lower portion of the Overview Dashboard shows the following tiles:

Total Traffic: Shows statistics about traffic received and transmitted by the access points, including the maximum and minimum rates of
traffic. Go to the Wireless Report for more information about traffic.

Total Unique Sessions: Shows the number of IEEE 802.11 sessions between all clients and APs on the network. Go to the Data Explorer
dashboard for more information about sessions.

WLANS: Displays the top SSIDs by traffic, which is also shown in the WLANs Report. Pause the pointer over a portion of the donut display
to obtain more information about each SSID.

Radios: Displays client data usage, in terabytes, for both the 2.4 GHz and 5.0 GHz networks. For more information about radios, go to the
Airtime Utilization Reports.

Applications: Shows the applications being used more frequently by the clients in the network. For more information about applications
usage, go to the Applications Reports.

"Did you know?": Provides a short, bulleted list about your system, such as the average duration of a session for a week, or the busiest
SSID. The "Did you know?" section is updated every time you return to the Overview Dashboard.

Wireless Network Report

The Wireless Network Report provides details of traffic, clients, and trends by APs, SSIDs, radio, or clients over time.

From the navigation bar, select Report > Wireless Network.

The following figure shows only the upper portion of the Wireless Network Report update.

FIGURE 41 Wireless Network Report (Upper Portion Only)

Analytics i Q search | Clients ~ Bhumika lyengar | Ruckus Wireless, inc o ‘
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The Wireless Network Report consists of the following components:

Overview tile

Traffic Distribution chart

Top APs by Traffic tile

Top APs by Client Count graph
Traffic Trend graphs

Traffic Over Time graph
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Overview Tile
The Overview tile of the Wireless Network Report provides a general overview of the entire network. It displays the following information, based
on your selection of APs, SSID, radio, and date range filters.

e  Total number of APs

e Total traffic and the average traffic rate

e  Total traffic received and transmitted and the average traffic rate

e Total number of clients on the network

FIGURE 42 Wireless Network Report: Overview Tile

Overview

',

Total APs Total Traffic Avg Rate Total Clients

4260 22.84 = 2.143 cops 179.6 «

Traffic Distribution Tile

The Traffic Distribution donut chart displays the distribution of traffic types. Use this chart to display management traffic compared to user traffic,
for example, based on your selection of APs, SSID, radio, and date range filters.

e Tx=Transmitted traffic

e Rx=Received traffic

e Mgmt = Management traffic
e Usr= User traffic

e  Total = Total of all traffic
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FIGURE 43 Wireless Network Report: Traffic Distribution Tile
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Top APs by Traffic Tile

The Top APs by Traffic tile contains a donut chart and a graph. The donut chart and graph displays the APs with the highest traffic volume in the
network.

In the tile, use the menus to specify the traffic type (Tx, Rx, or Tx+Rx) and the time period. Click any of the colored squares to display the selected
AP details in the line graph.

NOTE

The Traffic Type menu applies to both the donut chart and the line graph, but the time period applies to the line graph only. This
restriction applies to all reports that appear in this format (a donut chart and line graph with the Rx-Tx traffic type and a time period
menu).

FIGURE 44 Wireless Network Report: Top APs by Traffic (Chart and Graph)
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NOTE
If you pause the pointer over the line graph, an information box is displayed containing the selected AP details.

In the Top APs by Traffic table, you can view a list of the APs with the highest traffic volume, sorted according to the selected table columns. Click

the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column.
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You can select whether to display the top 10, 20, 50, or 100 APs by traffic volume from the filter. The number of rows per page can be defined using

the Rows per page option in the table settings menu. Use the chart and table icons ( ~ [= ) to toggle between the chart and table views.

FIGURE 45 Wireless Network Report: Top APs by Traffic (Table)
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The Top APs by Client Count tile contains a donut chart and a graph. The donut chart and graph along display the APs with the most clients on the

network.

In the tile, use the menu to specify the time period of 15 minutes, 1 hour, or 1 day. If you pause the pointer over the line graph, an information box
is displayed containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.

FIGURE 46 Wireless Network Report: Top APs by Client Count (Chart and Graph)
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In the Top APs by Client Count table, click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that
column. You can select the top 10, 20, 50, or 100 APs count from the table settings menu. The number of rows per page can be defined using the

Rows per page option in the table settings menu. Use the chart and table icons (/ | = ) to toggle between the chart and table views.
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FIGURE 47 Wireless Network Report : Top APs by Client Count (Table)
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The Traffic Trend graphs of the Wireless Network Report display the traffic by usage and radio over time.

If you pause the pointer over the line graph, an information box is displayed containing the selected AP details.

Report
Report

Top 10 APS =

&

Traffic by Usage: You can select the traffic by usage details from the check boxes listed in the legend on top of the graph: user, total received traffic,

total transmitted traffic, the total received and transmitted traffic, and the management traffic. You can select a date range or a specific date on the

line graph. You can specify a time period.

Traffic by Radio: You can select the traffic by the following radio details from the check boxes listed in the legend on top of the graph: 5 GHz, 2.4

GHz, and total traffic by radio details. You can select a date range or a specific date on the line graph. These options apply to the corresponding
average traffic rate graphs as well.

FIGURE 48 Wireless Network Report: Traffic Trend Graphs
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Traffic Over Time Table

The Traffic Over Time table of the Wireless Network Report allows you to compare traffic over multiple time periods.
Click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that column.

FIGURE 49 Wireless Network Report: Traffic Over Time Table
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Wired Network Report

The Wired Network Report provides details of total traffic, APs, and clients on the network. It also contains information regarding the received and
transmitted traffic between them.

From the navigation bar, select Report > Wired Network.

FIGURE 50 Wired Network Report (Upper Portion Only)
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The Wired Network Report consists of the following components:

e OQverview tile
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e Traffic Distribution by Switch Model and Port Speed tile
e Top Switches by Traffic tile

e Top Switches by PoE Usage tile

e Top Switches by Errors tile

e Traffic Trend tile

e Error Trend tile

Overview Tile
The Overview tile of the Wired Network Report provides the following information, based on your selection of the AP, SSID, Radio, and Date Range
filters:

e Total number of APs

e Total traffic and the average traffic rate

e  Total traffic received and transmitted and the average traffic rate

e  Total clients on the network

FIGURE 51 Wired Network Report: Overview Tile
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Traffic Distribution by Switch Model and Port Speed Chart

The Traffic Distribution by Switch Model and Port Speed chart of the Wired Network Report displays the distribution of traffic by port speed for
each switch model being used.

Use this chart to display traffic distribution based on your selection of APs, SSID, Radio, and Date Range filters.
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FIGURE 52 Wired NetworkReport: Traffic Distribution by Switch Model and Port Speed Chart
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Top Switches by Traffic Tile

The Top Switches by Traffic donut chart and graph of the Wired Network Report display which wired switches have the most traffic. You can use

the traffic menu to show total traffic, transmitted traffic only, or received traffic only; and use the time menu to specify the time granularity.

If you pause the pointer over the donut chart or the line graph, an information box is displayed containing the details on the selected data points.
You can click one of the areas of the donut chart to go to the Switch Details dashboard for the corresponding switch. Click any of the colored
squares to display the selected switch details in the line graph.

FIGURE 53 Wired Network Report Top Switches by Traffic Tile
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Click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10

(default value), 20, 50, or 100 switches to display, or display all of the switch models. The number of rows per page is defined by the Rows per Page

option in the table settings menu.
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FIGURE 54 Wired Network Report Top Switches by Traffic Table
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Top Switches by PoE Usage Tile

The Top Switches by PoE Usage donut chart and graph of the Wired Network Report display which wired switches are utilizing the most power
over the Internet. You can use the menu to specify the time granularity.

If you pause the pointer over the donut chart or the line graph, an information box is displayed containing the details on the selected data points.
You can click one of the areas of the donut chart to go to the Switch Details dashboard for the corresponding switch. Click any of the colored
squares to display the selected switch details in the line graph.

FIGURE 55 Wired Network Report: Top Switches by PoE Usage Tlle
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Click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10
(default value), 20, 50, or 100 switches to display, or display all of the switch models. The number of rows per page is defined by the Rows per Page
option in the table settings menu.
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FIGURE 56 Wired Network Report: Top Switches by PoE Usage Table
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Top Switches by Errors Tile

The Top Switches by Errors donut chart and graph of the Wired Network Report display the error count for switches.

If you pause the pointer over the donut chart or the line graph, an information box is displayed containing the details on the selected data points.
You can click one of the areas of the donut chart to go to the Switch Details dashboard for the corresponding switch. Click any of the colored
squares to display the selected switch details in the line graph.

FIGURE 57 Wired Network Report: Top Switches by Errors Tile
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Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10
(default value), 20, 50, or 100 errors to display, or display all of the errors. The number of rows per page is defined by the Rows per Page option in
the table settings menu.

FIGURE 58 Wired Network Report: Top Switches by Error Table
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Traffic Trend Graph

The Traffic Trend graph of the Wired Network Report contain two line graphs that provide traffic information about the wired switches in the
network.

Use the menu to specify the time granularity of the graphs.

FIGURE 59 Wired Network Report: Traffic Trend Graph
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Error Trend Graph

The Error Trend graph of the Wired Network Report contains a line graph that provides the error count information over time
CRC, and In Discards.

:In Errors, Out

Use the menu to specify the time granularity of the graph.

FIGURE 60 Wired Network: Error Trend Graph
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Inventory - APs Report

The Inventory - APs Report provides details on AP inventory, such as AP reboots, AP software version, AP models and AP Alarms.

From the navigation bar, select Report > APs.
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FIGURE 61 Inventory - APs Report (Upper Portion Only)
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The Inventory - APs Report consists of the following components:
e  Overview tile
e  Top APs By Offline Duration tile
e AP Count Trend tile
e AP Status Trends tile
e  Top AP Models tile
e  Top AP Software Versions tile
e  Top 10 AP Reboot Reasons tile
e Top APs by Reboot Counts tile
e  Top 10 AP Alarm Types tile
e APs Configured in Multiple Systems tile
e AP Details for Online/Offline Status tile

e AP Details for Other Statuses tile

NOTE
All counts shown in bar charts, pie charts and tables are exact counts. The counts in trend charts are approximate.

Overview Tile

The Overview tile provides a general overview of the APs on the network.

It displays the following information, based on your selection of APs, radio, and date range filters:
e  Total APs
e APs with alarms
e APs with reboots

e  Total reboots
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FIGURE 62 Inventory - APs Report: Overview Tile

Overview

Top APs by Offline Duration Tile

The Top APs by Offline Duration tile contains a bar chart and a table. The chart/table along with the Inventory - APs Report displays the top 10 APs
in the network that have been disconnected for the longest duration.

In the bar chart, use the menu to specify the time period. If you pause the pointer over the bar graph, an information box is displayed that allows
you to obtain details on the selected data points.

FIGURE 63 Inventory - APs Report: Top APs by Offline Duration (Chart)
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Use the chart and table icons (E ) to toggle between the chart and table views.
The table view displays the top APs based on which ones have been offline for the longest time, The APs are listed by AP name, IP address, location,

model, controllers, and duration in the table.

Click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10,
20, 50, or 100 APs by offline duration. The number of rows in a page is defined by the Rows per Page option in the table settings menu.

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A 77



Report
Inventory - APs Report

FIGURE 64 Inventory - APs Report: Top APs by Offline Duration (Table)

Top APs by Offline Duration

Irnchax AP Mamda AP IP Addrass
our_Go_APNamed 101
2 Your_Co_APName2 10.xy.2
3 Your_Co_APNamed 10.5y.3
4 Your_Co_APNamed 0.y
5 Your_Co_APNameb 10.xy.5
L] ‘our_Cao_AccessPoint 172.46.z4
7 our_Co_AcceasPoint2 1724622
8 our_Co_AcceasPoint3 172.16.2.3
1] Your_Co_AcceasPointd 172.16.z4
10 our_Co_AcceasPoints 172.16.z5

AP Count Trend Graph
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The AP Count Trend graph depicts how many APs in your network are being utilized over time.
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Top 10 APs -

Offting Duration £F

Tme

To show APs being used over certain time periods, use the menu to specify the time period. If you pause the pointer over the line graph, an
information box is displayed containing the details on the selected data points. Click any of the colored squares to display the selected AP details in

the line graph..

FIGURE 65 Inventory - APs Report: AP Count Trend Graph
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The AP Status Trends tile contains a donut chart and a graph that display the top APs by connection and uptime status, such as online, offline,

provisioned, discovery, and other classifications.

Use the drop-down menu to specify the time granularity. If you pause the pointer over the donut chart and the line graph, an information box is
displayed containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.
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FIGURE 66 Inventory - APs Report: AP Status Trends Tile
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Top AP Models

The Top AP Models tile contains a donut chart and a graph. The donut chart and graph display the model type that is most often used in your
network.

In the chart, use the menu to specify the time period. If you pause the pointer over the donut chart and the line graph, an information box is
displayed containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.

FIGURE 67 Inventory - APs Report: Top AP Models (Chart and Graph)
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Use the chart and table icons (| = |= ) to toggle between the chart and table views.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10,
20, 50, or 100 models to display. The number of rows in a page is defined by the Rows per Page option in the table settings menu.
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FIGURE 68 Inventory - APs Report: Top AP Models (Table)
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Top AP Software Versions Tile

The Top AP Software Versions tile are represented as a chart and table. The donut chart and graph displays the most-used software versions in your
network, and show how many APs are using each version.

In the chart, use the menu to specify the time period. If you pause the pointer over the donut chart and the line graph, an information box is
displayed containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.

FIGURE 69 Inventory - APs Report: Top AP Software Versions (Graph and Chart)
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Use the chart and table icons (. #| = ) to toggle between the chart and table views.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can also select the top
10 (default value), 20, 50, or 100 clients to display, or display all AP models. You can select the top 10, 20, 50, or 100 models to display. The number
of rows in a page is defined by the Rows per Page option in the table settings menu.
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FIGURE 70 Inventory - APs Report: Top AP Software Versions (Table)
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Top 10 AP Reboot Reasons Tile

The Top 10 AP Reboot Reasons tile contains a donut chart and a graph that display the ten most common reasons why APs in your network have
rebooted.

Use the menu to specify the time granularity. If you pause the pointer over the donut chart and the line graph, an information box is displayed
containing the details on the selected data points. Click any of the colored squares display the selected AP details in the line graph.

FIGURE 71 Inventory - APs Report: Top 10 AP Reboot Reasons Tile
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Top APs by Reboot Count Tile

The Top APs by Reboot Count tile contains a donut chart and a graph. The donut chart and graph display the top ten APs in your network that have
rebooted most frequently.

Use the menu to specify the time granularity. If you pause the pointer over the donut chart and the line graph, an information box is displayed
containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.
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FIGURE 72 Inventory - APs Report: Top APs by Reboot Count (Chart and Graph)
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Use the chart and table icons (| © |= ) to toggle between the chart and table views.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10,
20, 50, or 100 models to display. The number of rows in a page is defined by the Rows per Page option in the table settings menu.

FIGURE 73 Inventory - APs Report: Top APs by Reboot Count (Table)
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The Top 10 AP Alarm Types donut chart and line graph display the ten alarm types that have most frequently occurred to APs in your network.

Use the menu to specify the time period. If you pause the pointer over the donut chart and the line graph, an information box is displayed
containing the details on the selected data points. Click any of the colored squares to display the selected AP details in the line graph.
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FIGURE 74 Inventory - APs Report: Top 10 AP Alarm Types Tile
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APs Configured in Multiple Systems Tile

The APs Configured in Multiple Systems table of the Inventory - APs Report shows you information about APs that have been associated with more
than one controller.

In the Controller Name column, all controllers that the AP has been associated with are listed, separated by commas. The last-known controller that
this AP has been associated with is listed in the Last Controller Name column.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column.You can select the top 10,
20, 50, or 100 models to display. The number of rows in a page is defined by the Rows per Page option in the table settings menu.

FIGURE 75 Inventory - APs Report: APs Configured in Multiple Systems Table
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AP Details for Online/Offline Status Table

The AP Details for Online/Offline Status table of the Inventory - APs Report displays its status details based on AP name, IP address, location,
model name, controller name, last status, and last status change.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10,
20, 50, or 100 models to display. The number of rows in a page is defined by the Rows per Page option in the table settings menu.

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A 83



Report
Inventory - Controllers Report

FIGURE 76 Inventory - APs Report: AP Details for Online/Offline Status Table
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4 WoUr_Co_APMarmed R AT Wr_Co_APSitad ZF-RE10 YOUr_Co_CTName1 Offline 2d 16h ago
5 YVoUr_Co_APMAImEs 10.LY6 HAr_Co_APSIteE ZF-RE00 Vour_Co_CTMarme1 Cfline 2d 16hage
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17 of1

AP Details for Other Statuses Table

The AP Details for Other Statuses table of the Inventory - APs Report displays the details for APs that are currently in a status other than online or

offline.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. You can select the top 10,
20, 50, or 100 models to display. The number of rows in a page is defined by the Rows per Page option in the table settings menu.

FIGURE 77 Inventory - APs Report: AP Details for Other Statuses Table
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1 Your_Co_APMameai 10y Your_Co_APSited ZF-RT0 Your_Co_CTMamed
2 Your_Co_APMams2 10.y.2 Your_Co_APSite2 FF-RTO0 Your_Co_CTMamed
3 Your_Co_APMame3 10.xy.3 Your_Co_APSita3 ZF-R&n0 Your_Co_CTMamed
4 Your_Co_APMamed 10y Your_Co_APSited FF-READ Your_Co_CTMamed
5 Your_Co_APMama5 10.xy.5 Your_Co_APSites FF-REHD Your_Co_CTMamed
3 Your_Co_AcceasPointl 17248z4 Your_Co_APLocnd ZF-T740 Your_CGo_Controller?
7 Your_GCo_AccessPoint2 17246z.2 Your_Go_APLocn2 ZF-Ta Your_Co_Caontroller2
17 of1

Inventory - Controllers Report

The Inventory - Controllers Report provides details on controller inventory, including resource and license utilization.

From the navigation bar, select Report > Controllers.
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FIGURE 78 Inventory - Controllers Dashboard (Upper Portion Only)
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The Inventory - Controllers Report consists of the following components:
e Overview tile
e Resource Utilization table
e License Utilization table

e  KRACK Assessment table

NOTE
All counts in the Inventory - Controllers Report are exact counts.

Overview Tile

The Overview tile of the Inventory - Controllers Report provides the following information, based on your selection of AP, Radio, and Date Range
filters:

e Total number of controllers (and how many are online and offline)

e Number of SmartZone controllers

FIGURE 79 Inventory - Controllers Report: Overview Tile

Inventory - Controllers Report

Resource Utilization Table

The Resource Utilization table of the Inventory - Controllers Report displays the CPU, memory, and disk utilization percentages for each controller
in your system.

Click the gear icon (ﬁ) to select the columns to display, and click any column heading to sort the table by that column. Click any column heading to
sort by that value. You can select the top 10 (default value), 20, 50, or 100 controllers to display, or display all of the controller names. The number
of rows per page is defined by the Rows per Page option in the table settings menu.
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FIGURE 80 Inventory - Controllers Report: Resource Utilization Table

Resource Wilization

Controlier Name Controller Serial CPU Ltilization
SCI-PUSH-XML 511408000113 | 2355
SINLBS-VSZO 98AVFAKRNBUFNOOJLL2SVTSG... B 55%
sci-push-xmil-2 5014080000926 0295
vSPeT-ZD-CI-RKSGP 481408000086 103 %
17 of1

Memory Utilization

|
65.18 %

Disk Utilization L

License Utilization Table

The License Utilization table of the Inventory - Controllers Report displays the number of available and consumed licenses for the APs for each

system.

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. Click any column heading to
sort by that value. You can select the top 10 (default value), 20, 50, or 100 systems to display, or display all of the system names. The number of

rows per page is defined by the Rows per Page option in the table settings menu.

FIGURE 81 Inventory - Controllers Report: License Utilization Table

License Utilization
SY'STEF‘I’I Mame APs I'.'.anaged APs Up APs Down AP Licensa Total License Consumed
SCI-PUSH-XML-P... 3 2 1 6 2
SCI1_14_2D 14 10 4 50 10
SCI_14_vSZ 1 0 1 10001 1
SCI_PUSH_XML-2 . . 0 5 1
17 of1

License Avallable Licenze Utilization ﬂ

3 ==

40 [ | 2
10000

a [ | 20

KRACK Assessment Table

The KRACK Assessment table of the Inventory - Controllers Report shows the KRACK vulnerability status of all APs that are filtered to be displayed.
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FIGURE 82 Inventory - Controllers Report: KRACK Assessment Table

KRACK Assessmento 0.19 % (8/4249) of APs in all systems are patched.

System Name Zone APs Patched APs Patched (%) Recomi|
SYSTEM 1 Zone 1 o/218 0%  Patch your APs|
SYSTEM 2 Zone A /8 ECETS  Turn on unpatc)
SYSTEM 3 Default Zone 0214 0%  Patch your APs
SYSTEM 4 Zone A on 0%  Patch your APs
SYSTEM 5 Default Zone on 0%  Patch your APs
SYSTEM 6 Zonel 0N 0% Patch your APs
SYSTEM 7 Default Zone 0/10 0%  Patch your APs
SYSTEM 8 California Zone on 0%  Patch your APs|
SYSTEM 9 Default Zone 0/3 0%  Patch your APs
SYSTEM 10 Zone 10 o 0%  Patch your APs|

4 1305 b

You can follow the recommendations displayed to patch your APs. For information and instructions, refer to: https://support.ruckuswireless.com/
krack-ruckus-wireless-support-resource-center.

Inventory - Switches Report

The Inventory - Switches Report provides details on switch inventory, including switch models and software versions that are being used the most.

From the navigation bar, select Inventory > Switches .

FIGURE 83 Inventory - Switches Report (Upper Portion Only)
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The Inventory - Switches Report consists of the following components:

e Overview tile
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e Switch Count Trend Graph
e Top Switch Software Versions tile
e  Top Switch Models tile
e  Port Status Trend tile
NOTE

All counts in the line graphs, donut charts, and tables of the Inventory - Switches Report are exact counts. The counts in trend graphs are
approximate.

Overview Tile

The Overview tile of the Inventory - Switches Report provides the following information, based on your selection of filters:
e Total number of switches (and how many are online and offline)
e Number of switch units

e Total number of ports (and how many are up and down)

FIGURE 84 Inventory - Switches Report: Overview Tile

Overview

Switch Count Trend Graph

The Switch Count Trend graph of the Inventory - Switches Report displays the trend of total switches, total switch units, online status, and offline
status over specified time intervals.

Use the menu to specify the time granularity. If you pause the pointer over the line graph, an information box is displayed containing the details on
the selected data points. Click any of the colored squares to display the selected switch details in the line graph.
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FIGURE 85 Inventory - Switches Report: Switch Count Trend Graph

Switch Count Trend 1day -

B Tota Swatenss [ Total Switen Units .GE'MS.\.-.mm .D«:.u. Sitens
i1
|

i T | May 012019 00:00
B Tolal Swilchas 7
8 B Total Switch Units 41

/,.J’_ W Onling Switches 7
L]

W Ofing Switches 0

-

'] s
Apr 30 2019 18:30 May 02 2018 18:30 Mary 04 2018 18:30 May 07 2018 00:00

Top Switch Software Versions Tile

The Top Switch Software Versions donut chart and graph of the Inventory - Switches Report display the most-used switch software versions in your
network, and show the number of switches using each version.

Use the menu to specify the time granularity. If you pause the pointer over the donut chart and the line graph, an information box is displayed
containing the details on the selected data points. Click any of the colored squares to display the selected switch details in the line graph.

FIGURE 86 Inventory - Switches Report: Top Switch Software Versions Tile

Top Switch Software Versions | = | &= 1 howr ~

May 03 2019 05:00

m;ﬂ}!ﬂl&ﬂ Aoy 03 2019 0230 = SEm : 05 2019 10220 May 07 2019 1800
Ape Wy O3 207190223 B ThR o p 08 2k ) iy

Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. The table is sorted on the
top switch software version by default. You can select the top 10 (default value), 20, 50, or 100 software versions to display, or display all of the
software versions. The number of rows per page is defined by the Rows per Page option in the table settings menu.

RUCKUS Analytics User Guide, 2.0
Part Number: 800-72835-001 Rev A 89



Report
Inventory - Switches Report

FIGURE 87 Inventory - Switches Report: Top Switch Software Versions Table

Top Switch Software Versions |~ | &=

17 ofi

Index Switch Version MNumber of Swilches w/ the Version % of Switches w/ the Version LF
1 SPS0B080b 3 T
2 SPS08090a 1 =
3 TNS08090b 1 = 20

Top 10 Versions -~

Top Switch Models Tile

The Top Switch Models donut chart and line graph of the Inventory - Switches Report display the model type that is most often used in your

network.

Use the menu to specify the time granularity. If you pause the pointer over the donut chart and the line graph, an information box is displayed

containing the details on the selected data points. Click any of the colored squares to display the selected switch details in the line graph.

FIGURE 88 Inventory - Switches Report: Top Switch Models Tile

Top Switch Models | 1 | =
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Click the gear icon ('n') to select the columns to display, and click any column heading to sort the table by that column. The table is sorted on the
top switch model by default. You can select the top 10 (default value), 20, 50, or 100 models to display, or display all of the switch models. The

number of rows per page is defined by the Rows per Page option in the table settings menu.
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Port Status Trends Tile

The Port Status Trends donut chart and line graph of the Inventory - Switches Report display the status of the ports as up and down.

FIGURE 90 Inventory - Switches Report: Port Status Trends Tile
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The WLAN Report contains information about the added SSIDs, including which are active and which have been removed.

The report includes details about SSID changes over time, SSIDs by received and transmitted traffic, the client count over a time range, and the
trend of the SSIDs based on traffic count and volume. The WLAN Report allows you to filter the information based on APs, SSID and radio, day and

date, and receive and transmit (Rx+Tx) filters.

From the navigation bar, select Report > WLAN.
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